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FRAUD PREVENTION POLICY

Introduction

This document details the surgery’s policy and response plan towards detected or suspected acts of fraud or corruption whether relating to employees, primary care contractors or external bodies. The surgery already has Standing Orders, Standing Financial Instructions and procedures in place to reduce the possibility of illegal acts occurring.
The Practice Policy

· We are committed to maintaining an honest, open and well-intentioned atmosphere within our working environment.

· We are also committed to the elimination of wrong doing within our day to day operations and to the rigorous investigation and taking any action required in any such cases.

· The Surgery, Loughton will not tolerate fraud.

· Anyone having reasonable suspicions of suspected or actual fraud or malpractice will be encouraged to report them to the Practice Manager or one of the partners.

· It is the surgery’s policy, which will be rigorously enforced, that no employee should suffer as a result of reporting reasonably held suspicions.

· For the purpose of this policy “reasonably held suspicions” shall mean any suspicions other than those which are groundless and are raised maliciously”.

What is Fraud?

Fraud is theft. To commit fraud is to deprive by deceit. The two essential elements in fraud are:

1. Deception or concealment achieved by;
· Unauthorized input, alteration destruction, suppression or misappropriation of data or other records

· Inappropriate transactions or with suppliers (e.g. resulting from undisclosed favors received/expected)
· Deliberate misrepresentation of facts or manipulation of management information or company records including personal expenses

2. Deprival or loss to the victim

· may arise from direct theft of funds or assets from the surgery.

Fraud is distinct from accidental error or negligence. Fraud may involve one or several people, either within and/or external to the organization, in collusion with each other. This includes corruption.

What is Corruption?

“The offering, giving, soliciting or acceptance of an inducement or reward which may influence the action of any person”

Corruption involves two or more people

Computer Misuse

Fraud or corruption can be, and increasingly is being, carried out using computers. Misuse of computers and their programs are specifically covered by the Computer Misuse Act 1990

A person is guilty of an offence if they access a computer, program or data which they are not authorized to access and/or they cause unauthorized modification to the contents of the computer such that the operation or access to the computer or program is hindered.

An offence is only caused if the person has intent and knowledge at the time of the act.

Confidentiality

a) Employees must not disclose details of any suspected fraud or malpractice to anybody except the Practice Manager and/or one of the partners. This assumes that the Practice Manager is not the subject of any allegations. If the practice Manager is the subject of any allegations then the employee should go direct to one of the partners.
Confidentiality must be maintained as to do otherwise may prejudice any further investigation

b) Employees must not make available any documentation concerning the case under review to anybody. If information must be released the express permission of the GPs must be obtained

If the matter has been referred to the police, documents must only be released to the police via the GPs

c) Under no circumstances must an employee communicate with members of the press, radio or to another third party about a suspected act of fraud or corruption or irregularity.

Responsibilities

The Loughton Surgery is responsible for:

a) Developing and maintaining effective, visible controls to prevent fraud, e.g. separation of duties, proper authorization of expenditure. Etc
b) Producing a clearly defined and publicized Fraud and Corruption Policy & Response Plan which applies to everyone in the organization and encourages open reporting of concerns:

c) Carrying out vigorous and prompt investigations if a suspicion of fraud occurs;

d) Taking appropriate legal and/or disciplinary action against perpetrators of fraud and taking disciplinary action against supervisors where supervisory failures have contributed and to the commission of fraud.

The Practice Manager is responsible for:

a) Identifying the risks to which systems and procedures are exposed;

b) Developing and maintaining effective controls to prevent and detect fraud; and
c) Ensuring that controls are reviewed updated and complied with

Practice Staff are responsible for:

a) Acting with propriety in all practice activities. This includes handling and use of surgery funds, dealing with contractors or suppliers or any other aspect of surgery business;
b) Ensuring that they do not receive gifts, hospitality or benefits of any kind from a third party as this might  be seen to compromise their personal judgment or integrity to that of the surgery;
c) Communicating their concerns to the practice manager and the GPs; and
d) Adhering to the surgery code of confidentiality (included in contracts and Handbook)
FRAUD RESPONSE PLAN

Discuss with Practice Manager and GP

An employee should discuss his/her suspicions with the Practice Manager in the first instance. This assumes that the Practice Manager is not the subject of any allegations.

He/she will inform the GPs of any information/documentary evidence they hold supporting their suspicions. If the Practice Manager is the subject of any allegations then the employee should go direct to one of the partners.

Practice Manager Records Details in a Log

The fraud and suspected irregularities log will contain details of all reported suspicions, including those dismissed as minor or groundless. It will also contain details of actions taken and conclusions reached. Details of all entries in the log will be forwarded to the partners at the time of entry if deemed significant by the Practice Manager or at least quarterly. The log will be maintained and held by the Practice Manager.
Immediate Action
Where it would not be prejudicing any subsequent investigation, whether internal or external, the Practice Manager will take immediate action to end any further losses and remedy any control weaknesses. Advice may need to be taken from the police.

Practice considers the need to inform the police

a) Where fraud is suspected the circumstances of the case will dictate when the police are called in. the police would normally be informed immediately in all but the most minor cases. As soon as fraud is suspected, a fraud report must be completed. Update reports should be submitted when new information becomes available and at the conclusion of the case.

The meaning of significant is what any reasonable person would deem significant in the circumstances. The partners will decide what is significant after taking advice if necessary. The partners shall consult the defense union before notifying the police of any actual or suspected fraud or act of corruption
Involving the police

Protracted internal investigations often unnecessarily delay the involvement of the police, thereby diminishing the value of co-operation with them. However, properly organized investigations, conducted by people or employees with a working knowledge or the practice policy will be of great assistance to any subsequent police enquiry. Liaison with the police should begin as soon as the issues involved are identified. It should be noted that the police’s priorities may differ to those of the surgery with criminal prosecution being their main objective rather than recovery of any losses.

The decision to involve the police will include the following considerations

I. Prosecution of the perpetrator(s) through criminal action. A successful prosecution can often assist recoveries via the civil court;

II. Potential seriousness of malpractice involved

III. Whether the malpractice is fraudulent

IV. Whether the malpractice is thought to be continuing

V. Involvement of individuals or organizations outside the Health Authority

VI. Need to take deterrent action; and

VII. Adverse publicity

Fraud involving a member(s) of staff

a) Initial action
When the suspected fraud involves an employee(s) then the Practice Manager and one of the partners must be involved at the earliest opportunity.

Consideration must be given to the suspension of the employee(s), with pay, at the start of any investigation. This is for the protection of the employee(s) as much to ensure objectivity during the course of any subsequent investigation. Regardless of whether the police are involved in an n investigation, members of staff can still be interviews by the Practice Manager and/or the partners

b) Disciplinary Action

One of the partners must be involved with any case involving a member of staff. The practice policies must be followed during the course of any disciplinary actions.

Disciplinary action may be undertaken by the practice whether or not any prosecution has or is due to take place.

Under UK employment legislation dismissal must be for a “fair” reason. The manner of dismissal must also be reasonable.

Internal investigations

Any internal investigation should be carried out with great care and with due consideration of the possibility of future criminal proceedings. In order to maximize the effectiveness of fraud investigations it is crucial that clear objectives are set at the earliest possible opportunity. Whilst these will be driven to an extent by this Fraud & Corruption Policy and Response Plan, each fraud will require a unique response. At the highest level the objectives will be one, or any combination, of the following:
a) To establish the facts;
b) To prevent repetition and deter others;
c) The recovery of funds
Recovering a loss

The possibility of recovering a loss must be considered as part of an investigation, including taking civil action where appropriate. Where recovering a loss is likely to require civil action it will be necessary to seek legal advice.

Health authority procedures for seeking legal advice should be followed.

Civil action or negotiation in the face of it should be considered in relation to the recovery of funds from:

a) The perpetrator(s) of the fraud, after, or in lieu of criminal proceedings;

b) Others who have negligently or failed to maintain appropriate controls to prevent fraud (e.g. banks, auditors etc)

Full recovery of a loss and any associated costs should be sought except if an overpayment has been received in good faith and its full recovery would result in genuine hardship

Review events with police

If the case has been handed to the police then the practice will maintain close contact with the police to monitor the progress of the case.

Losses and special payments

Where a loss has been incurred and no full recovery has been made the details must be recorded in the losses and special payments register. The amount recorded in fraud cases should be gross before and recoveries.
Fraud Prevention

Cheque Books and Bank Card

· There are 2 signatories; Dr Hasan & Dr Larh

· 2 signatures required on amounts greater than £5000.00

· The Practice Manager is responsible for writing out / checking all cheques

· All Cheque books are kept locked by the Practice Manager

· There is only one cash card – held by Dr Larh
· Cash withdrawal limit is £500.00 
· Practice has a close working relationship with the Banks business manager to identify areas for improvement

Petty Cash

· Petty cash is stored in a lockable metal container, in a drawer – all expenditure receipts attached to vouchers giving details
· Petty cash is regularly checked by the Practice Manager to ensure there is enough cash available for the day to day use; all monies taken out / put in to petty cash is recorded
· Petty cash book is sent to the Accountants before the Accounts Meeting at the Practice
Payroll

· Practice uses a payroll company for monthly staff payments. Practice Manager is responsible for ensuring correct details of all new employees are passed to the payroll company

· All wages are paid directly into the employees bank accounts

· Superannuation payments are checked and made on time

Payments of invoices

· All invoices are passed to the Practice Manager for approval

· Practice Manager checks all cheques before dispatch

· All paid invoices are kept filed showing date of payment and cheque number

· Al cheque stubbs show invoice numbers and a brief description for payment
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